Ilpnioxenne Ne2. Mndopmannonnas naMmsrka 1is 00y4aroImUXCst AJIs1 pa3sMel e ms Ha
oprumanLubIx Murepuer-pecypeax

C KKIBIM TOIOM MOJOZEXH B HHTEPHETE CTAHOBUTHCS OoJibINe, a MKONBHAKA ©/HH U3
CaMBIX aKTHUBHBIX IIOJNB3oBarened Pywera. Mexay Tem, mommmo OTPOMHOI0 KOJIMIYECTBA
BO3MOXHOCTEH, HHTEPHET HECET H MPOBJIEMBbl. JTa MaMATKA TOJDKHA TOMOYD Tebe Ge3omacHo
HAXOJHUTHCS B CETH. ‘

Komnvromeprvie eupyco

Kommbiotepuprit  BHpyC — 370  pasHOBHIHOCTH KOMIIBIOTEPHBIX ~ IIPOTpamm,
OTJIMYUTENEHOH  OCOOEHHOCTBIO KOTOPOH SIBIETCS CIOCOGHOCTE K pasMHOXEHMIO. B
AOTIOTIHEHNE K ITOMY, BUPYCBI MOT'YT NOBPEIMTH HIIM TOJHOCTHIO YHHUTONHTE BCE baiine u
AQHHBIC, TIOXKOHTPONILHEIE IMOJIB30BATENIO, OT HMEHH KOTOPOro Ghuia 3alymeHa 3apa>kéHnas
[IpOrpamMMa, a TaKKe NOBPENUTh MIIH JaXe YHHYTONKUThH ONEPAlMOHHYIO CUCTEMY CO BCEMH
daiinamu B nenom. B 6obumncTBE CIIydaeB pacpOCTPaHSIOTCS BUPYCHL Yepe3 HHTEPHET .

Mertonp! 3a1uTEL OT BPEXOHOCHBIX IIPOrpaMM:

1. Hcnonp3yii coBpeMeHHbIE ONeparoHHbe CHCTEMBI, UMEIOIIE CEPhE3HBIN YPOBEHD
3aIHTHI OT BPEAOHOCHBIX IIPOrPAMM;

2. TlocrosHHO ycTaHaBIHBAHl mayYTH (uudpoBkIe 3aIIaTKM, KOTOPBIE aBTOMATEIYECKH
YCTaHABIMBAIOTCS C UEBIO NOPAaGTKH IpPOTPaMMBI) M APYrHe OGHOBICHMSI CBOei
ONEPALMOHHOMN ciCTeMbl. CKauMBaii HX TOJNBKO C OPHIHATLHOTO CaliTa paspaboTunka
OC. Ecmi cyImecTByeT pexuM aBTOMAaTHYECKOro OOHOBIIEHUSI, BKJIIOYH €ro;

3. PaGortaif Ha CBOEM KOMIIBIOTEPE IO IpaBaMH OIB30BATENIS, & HE aIMHHHUCTPATOpA.
OTO He MO3BONMT GOJBIIMHCTBY BPELOHOCHBIX IIPOrpaMM HHCTAUTUPOBATECS HA
TBOEM IE€PCOHATIEHOM KOMIIBIOTEDE;

4. Hcnonb3yii aHTHBAPYCHEIE MPOTpaMMHbIE IPOJYKTEI M3BECTHBIX IPOU3BOAUTENEH, ¢

ABTOMATHYECKHM OOHOBIIEHHEM 6a3;

Orpanuup pusmyeckuit gocTym K KOMIIBIOTEPY JUIsl IOCTOPOHHMX JIHIL;

6. Hcnons3yit BHEIIHHE HOCHTENH MHDOPMAIMH, TaKhE KaK (IIernKa, JUcK HITH baiin u3
HHTEPHETA, TOJIBKO U3 HPOYEPEHHBIX HCTOYHHUKOB;

7. He oTkpbiBaif KoMIBIOTEpHBIE (haiiis, IOJIyYCHHBIC U3 HEHANEXHBIX HCTOYHHKOB.
Haxe Te Gaiiibl, KOTOpPEIe TpHCIAN TBOH 3HAKOMEIL. Jlyume ytounu y wmero,
OTIIPABJISAJ JIK OH Te0E UX.
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Cemu WI-FI

Wi-Fi - aT0 He Bux nepenaun AAHHBIX, HE TEXHOJIOTHS, 8 BCEro ML Gpen, Mapka. Emre
B 1991 rony Hunepnanjckas koMmmaHms saperucTpuposana 6peny « WECAy, uto 0603Ha9ao
cosocodetanne « Wireless Fidelity», koTopsrit nepesoautcs kax «6ecIIpOBOIHAS TOYHOCTEY.

Ho nHamero Bpemenu nomma mpyras abbpeBuaTypa, KOTOpas SBISETCS TAKOM jKe
TEXHONOTHEH. 10 ab6peBuarypa « Wi-Fix. Takoe HasBanHe GBUIO 1aHO ¢ HAMEKOM Ha CTaHgapT
BBICINE 3ByKOBOI TexuuKH Hi-Fi, 4To B mepeBosie 03Ha9aeT «BBICOKAST TOUHOCTEY.

Ha, GecrnaTHblil HHTEPHET-NOCTYI B Kade, OTeNIX M a’ponopTax SABISETCS OTIHYHOMN
BO3MOXHOCTBIO BBIXO/a B MHTepHET. HO MHOrHE 3KCnepTH! CUHTAIOT, YTO obmenoctymnusle Wi-

Fi cetu ne SABJISIFOTCS 6€30I1aCHBIMH.

Coserrl mo GesonacHocTy paboTe B olmenocTynubIx cersax Wi-fi:



He nepenamaii cBoro nuunyro UHPOPMALHIO Yepes obmenoctynusie Wi-Fi cer.
PaboTast B Hux, »enaTeNbHO HEe BBOIUTEH IIapOJIM  IOCTYyIa, JOTHHBI M KaKHE-TO
HOMeEpa;

Hcnone3yit 1 06HOBIISI aHTHBHpYCHBIE nporpaMmsl U Opanamayep. Tem cambiM T
obe3omacub ce6st OT 3aKauKH BUPYCa HA TBOE YCTPOMCTBO;

IIpu wucnonssoBanum Wi-Fi oTkimoun bynxumo «O6muii moctym K baitnam u
npuHTepaM». JlaHHas (QYHKIOMA 3aKpBITa [0 YMOJYAHHIO, OJHAKO HEKOTOPEIE
TOJIB30BATENH AKTHBUPYIOT €€ JUIsl yA00CTBA HCHONB30BAHKS B PaGoTe M y4ebe;

He ucmone3yit my6maunsit WI-FI s IIepeAain JMYHBIX JAHHBIX, HAPUMED IUIS
BBIXOZIa B COIMAIBHBIC CETH UIIH B BJIEKTPOHHYIO TIOUTY;

Hnone3yit TONBKO 3alIMINEHHOE COCAUHEHHE uepes HTTPS, a we HTTP, T.e. npu
Habope Be6-apeca BBOAM uMeHHO «https:/»;

B mobunbHOM Temepome oTKIHOUH Gysxkmmo  «Iogxmouenne x  Wi-Fi
aBToMaTH4YecKn». He momyckait aBToMaTHUecKoro moxodeHus YCTpO#CTBA K ceTsaM
Wi-Fi 6e3 tBoero cormnacus.

Coyuanvnvie cemu

Coupanbubie CeTH aKTHBHO BXOIAT B Hauly ’KH3Hb, MHOTHE JIOAM PabOTaiOT M KUBYT
TaM MOCTOSHHO, a B Facebook yixe 3aperucrpuposan mummapy YEJIOBEK, YTO SIBJISIETCSI OMHOM
CeIbMOM BCeX JKuTelnell IuiaHeTsl. MHOTHE I0JIB30BATENH He NIOHUMAIOT, 4TO HH(pOpMaIHsI,
Pa3MCINCHHAS HMH B COIHANBHBIX CETAX, MOXKET OBITh HAMIeHa M HUCIIONB30BAHA KEM YyTOIHO, B
TOM 9HCIIE HEe 0053aTeNBHO C GIarHMI HAMEPEHHSIMH.

OCHOBHEIE COBETHI 110 6€30MMacHOCTH B COIIHAJIBHBIX CETAX:

1.

2

Orpanmds cnucox apyseit. V tebs B APY3bSX HE IO/DKHO OBITH CIIyYaBiHBIX U
HE3HAKOMBIX JIIO/IEH;

Sammmaii cBoo yacTHyo xu3Hb. He ykasssait naponu, Tenedonsl, agpeca, mary
TBOCTO POXICHHS M JAPYIYIO JIMYHYIO HMH(OpMALMIO. 370yMBIIUICHHHKM MOTYT
UCIONBb30BaTh JaXe MHPOPMAIMIO O TOM, KaK Thl H TBOH POUTENH IIAHUPYETE
IIPOBECTH KAHHKYJIEI, ‘

3awmumaii CBOIO peIlyTaIuio - IepXKU ee B YHCTOTe H 3anaBaii cebe BOmpoc: XOTes Ob1
ThI, YTOOBI JIPyrue MOJB30BATENH BUACIH, YTO THI sarpyxaerns? Ilomymaii, mpexne
€M YTO-TO OIYOJIMKOBATH, HAIIHCATE M 3arPY3HUTh;

Ecii Tbl rOBOpHIIB ¢ JIOABME, KOTOPBIX He 3Haellb, HE UCIONB3YH CBOE peasbHOe
MM M IPYTYIO JIMYHYIO HHMODMAUMH: HMS, MECTO JKHTEIBCTBA, MECTO y4e0sl H
npouee;

Ws6erait pasmemenus dororpaduii B Wnrepuere, rae o1 u306paxen Ha MECTHOCTH,
110 KOTOPOH MOXHO OXIPEJETHTh TBOE MECTONONOKEHHE,

IIpu perucrpamum B COMUANBEHOM CETH HEOOXOMMUMO HCIIONb30BATE CIIOJKHBIE TTapOJIH,
cocrosue 13 6YKB H TU(P U ¢ KOTHYECTBOM 3HAKOB HE MEHEE 8;

Jst conmanbHoi CeTH, MOUTHI M APYrUX calToB HEOOXOIMMO HCIIONB30BATh Pa3HbIe
napomu. Toraa ecin Te6s B3IOMAIOT, TO 3I0YMBIIICHHAKH IIOJIy4aT JOCTYII TOJIBKO
K OHOMY MECTY, a He BO BCE Cpasy.

Inekmponnvie Oenveu

NEKTPOHHBIE IEHBIH — 3TO OYeHb YAOOHHBIA CI0co6 IJIaTeXeH, OHAKO CYIIECTBYIOT
MOIICHHHUKH, KOTOPBIE XOTSIT MOJIyYUTh STH JAE€HBIH.

9JICKTpOHHI)IC ACHBTH IIOSIBUJIUCH COBCEM HENABHO U HMEHHO H3-3a 3TOr0 BO MHOT'HX
rocygapCrBax 1o CHUX [I0Op HE MPONUCAHO IIPO HUX B 3aKOHAX.



B Poccun xe onu QYHKUMOHMPYIOT M 0 HHX yiKe IIPOIIUCAHO B 3aKOHE, TIJe HuX
Pa3ACTAIOT HAa HECKOJBKO BH/IOB — AHOHUMHBIE H HE AHOHHMMHELE, Pasauma B TomMm, uro
AHOHMMHBIC - 5TO T€, B KOTOPBIX DAa3peLIaeTCs IPOBOJHUTE onepanuu 6e3 MAEHTHDHKAIHH
IIOJIb30BATEIL, & B HCAHOHUMHBIX HAEHTH()UKAIUH [T0TB30BATENS SBISETCS 00s13aTeNbHOIA.

Taroke cenmyer pasimuuats smexTpoHHBIe ¢uarEbIe nembrE (paBHBI TOCYIapCTBEHHBIM
BaIOTaM) M JIEKTPOHHbIE He(hHATHBIE JCHBIH (He PaBHBI OCYJapCTBEHHBIM BAIIIOTAM).

OcHoBHEIE COBETHI 10 6e30macHoit paboTe C AIeKTPOHHBIMHE J€HBIAMH:

1. TlpuBsixu K cyeTy MOGHIBHBIHR Tenedon. OTo caMmblif ynoGHBI 1 OBICTpEIA cIOCO6
BOCCTAHOBUTL NOCTYN K cuery. IIpussanueii Tenedon momoxer, eciu 3alynems
CBOH ILIATEXHBINA TAPOJIb MM 3aiielns Ha CaliT ¢ HE3HaKOMOI'0 YCTpOMCTBa;

2. Henome3yit omHopasossie maponn. ITocre IICPEX0Jia Ha YCHJIEHHYIO aBTOPH3AIHIO
Tebe yxKe He OyAeT yrpoxkaTh ONacHOCTE KP&)XH MM TIEpeXBaTa IJIATEXHOTrO TIapoJis;

3. BeifepH CIIOXHBIA Tapois. [Ipecrynuukam 6ymer e NPpOCTO yragarh CIIOKHBIH
naponk. Hanexubie mapoan — sto maposu, KOTOpEIE coaepxar He MeHee 8 3HaKOB u
BIJIFOYAIOT B CeOs CTPOYHBIE M IIPONHUCHBIE GYKBHL, IH(PBI B HECKOIBKO CHMBOIOR,
TaKHe Kax 3HaK JoJIapa, PyHTa, BOCKIMIATEIbHBIN 3HAK 1 T.11. Hampuwmep, $tROng!;;

4. He BBOIU CBOM JIMYHBIC NAHHbIC HA caiiTax, KOTOPBIM HeE JI0BEpSIEIIIb.

Onexmpounas nouma

ONEKTPOHHASL [I0YTA — JTO TEXHOJIOTHS U TNIPEIOCTABIISIEMBIE €10 YCIIYTH 10 IEPECHUIKE 1
TIOJIySEHHIO S/ICKTPOHHBIX COOOIIEHHH, KOTOpBIE pACHpeNeNsioTcs B KOMIIBIOTEPHOM CceTH.
OGBIMHO  JNEKTPOHHBIH  IOYTOBBIH s BEIMJIAZAT  CHEAYIOIMM  0Gpasom:
UMS_TIOJb30BATENA@uMsL_fomera. Taxke Kpome —mepemaum IPOCTOr0 TEKCTa, HMMEeTcs
BO3MOXHOCTH II€peiaBath (aiirsL.

OcHoBHBIE cOBETEI 110 6e30macHoi paboTe ¢ SJIEKTPOHHOM ITOYTOMH:

1. Hano BEIGpaTh MpaBHIIBHELA TOYTOBbII cepsuc. B unTepHeTe ecTh OrpoMHEbIi BEIOOD
OECIIATHBIX TTOYTOBBIX CEPBHCOB, OMHAKO JIyJIIe TOBEPATH TEM, KOTO 3HACINH M KTO
NEPBLIH B pEUTHHTE;

2. He yxa3biBaif B JTHYHOM mouTe TaHyo HHpopManmio. Hanpumep, tyume BBIOpaTh
«My3BIKaNbHBIA_(panat@y» wim «pox2013y» BMecTo «remal 3»;

3. Hcnons3yi nByxsTanuyio aBTOPU3AIHUIO. ITO KOT/A IIOMHMO TIAPOJIS HY’KHO BBOJIUTE
KOJI, IPHUCKHIIaeMBIid 110 SMS; '

4. Beibepu cinoxHbH mapons. JIIsS KaxIoro MOYTOBOrO AMKa DOJDKEH OBITH CBOlt
HaJIeXHBIH, YCTOXYUBEIN K B3IOMY IapOJIb;

5. Ecmm ecTs BO3MOXHOCTH Hamucarhb CamMOMy CBOM JIMYHBIH Bompoc, HCTIONB3YH 3Ty
BO3MOKHOCTb;

6. Mcmone3yil HECKONBKO MOYTOBBIX AmuKoB. IlepBbiii mus wacTHOM IIEPENUCKU C
a/ipecaTtaM, KOTOPBIM ThI JOBEpSENb. DTO 3JIEKTPOHHBIH ajapec He Hamo
HCIIOJIE30BATE [IPU PETHCTPaluK Ha GOopyMax H caiirax;

7. He otkpeiBail (ailier u Apyrue BIOXKeHHS B [IMCbMaX NaXe €CIM OHM IMPUILIH OT
TBOMX Jipy3edt. JIy4uie yTounn y nux, ornpasisumd mr oru Te6e yu daitner,

8. Tlocme okoHYaHHs paGOTBI HA IIOYTOBOM CEPBHUCE IEpEeNl 3aKPBITHEM BKJIAIKH C
caiitoM He 3a0y b HaXaTh Ha «BBIHTHY.



Kubepbynnune unu eupmyanvroe uzdesamenscmeo

Kubepby/umur — mpecienoBanue COOOIIEHHAMH, COHEDPKALIUME OCKOpPOIeH s,
arpeccuio, 3alyruBaHue; XyJIMIaHCTBO; COLUANIbHOE GOMKOTHPOBAHHE ¢ MOMOIIBIO PASITHUHBIX
HHTEPHET-CEPBUCOB.

OcHoBHEIE COBETHI 110 6OpBOE ¢ KHOEPOYIIIHHIOM:

1. He 6pocaitcs B 60it. JIyuimii croco6: mocoBeTOBaThCs Kak cebs BeCTH H, ©CJIIH HeT
TOTO, K KOMY MOXXHO OOpaTHTHCS, TO BHAYaJle YCHOKOMTHCS. ECIH Thl HAYHEh
OTBEYaTh OCKOPOJEHHAMH Ha OCKOPOJIEHHS, TO TONBKO emme GOJIbIIe Pa3OMOKEITE
KOH(QJIHKT;

2. Vmpasnsii cBoeit kubeppemyranuei;

AHOHUMHOCTH B ceTH MHHMas. CyIIECTBYIOT CIOCOGEI BBISICHUTB, KTO CTOHUT 3a

AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XymmraHCKui o6pa3 BUPTYaNbHOI JKU3HH. Wurepner dpuxcupyer Bee

TBOH JICHCTBHS M COXPAHSET UX. Y NATHTH UX OyleT KpaifHe 3aTpyIHUTENHHO,

Cobmonait cBOM BUPTYaIBHYIO 9€CTh CMOJIOLY;

6. Hruopupy#t enmuuu4HbIA HeraruB. OIHOpa30BBIE OCKOpOMTENIEHBIE COOOIeHUs
JIy4Ie ArHOpupoBath. OOBIMHO arpeccHst MPEKPaIIaeTCs Ha HauaTbHOM CTAIM;

7. Ban arpeccopa. B mporpammax 06MeHa MIHOBEHHEIME COOGLICHUSMH, B COIM AIbHbIX
CeTAX €CTh BO3MOXHOCTH OJIOKUPOBKH OTIPABKH COOOWIEHHH C OHpEeHEJIeHHBIX
aZipecos;

8. Ecmm TBI cBuzgerens kubGepOymmuara. TBOM JAeHCTBHS: BEICTYIIMTh  IIPOTHB
TIpeCIenoBaTells, [OKa3aTh €My, 9YTO €ro [eHCTBHS OLCHHBAIOTCS HETATHBHO,
HOANCPXKATE JKEPTBY, KOTOPOH HYXXHA IICHXOJOTHYECKas I[OMONIb, COOOLIATEH
B3POCIEIM O (paKTe arpeCCUBHOIO NMOBEICHHUS B CETH,
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Mobunvuviii menegon

CoBpeMenuble CMapT(QOHEI ¥ IUIAHINETH COJEPXKAT B cebe BIOJHE B3POCIIbIit
(yHKUMOHAN, W Temepb OHH MOTYT KOHKYPHPOBATH CO CTalMOHAPHBIMA KOMIIBIOTEPAMH.
Opnnako, cpescTB 3aImuThL 1St TOJOGHEIX YCTPONCTB [OKA OYEHb MAJIO. TectupoBanue u mowmck
YSI3BUMOCTEH B HHUX IPOHMCXOJMT HE TaK MHTCHCHBHO, Kak it 11K, To ke camoe Kacaercs m
MOOUIIBHBIX TIPHIIOKEHHMIA.

CoBpemennbIe MOGHIIbHEIE Gpay3ephl yike NPAKTHYECKH TOIHANK HACTONBHBIE aHAJIOTH,
OZIHAKO pacimMpeHHe (yHKIMOHATA BJEYeT 3a COGOH GONBIIYIO CIOKHOCTD M MEHBIIYIO
3alMIIEHHOCTD.

Jlanexo He BCe MPOM3BOAMTEINH BBINYCKAT OGHOBICHHS, 3aKPHIBAIOIIHE KPHTHYECKHE
YSI3BUMOCTH /IS CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI ISt 6E30TIACHOCTH MOGHIIBHOTO Tenepona:

1. Hugero He sBisercs mo-HacTosuemy GecruiaTHeIM. Bynp OCTOPOXEH, BeIb KOria
Te0€e NpepIaraioT OGeCIIATHBEIM KOHTEHT, B HEM MOI'YT OBITH CKPBITBI KaKHEe-TO
IUIATHBIE YCITYTH;

2. Nymaii, mpexie ueM otmpaButs SMS, GoTto mm Bumeo. Tl TOYHO 3HAEllb, IJIe OHU

OyIyT B KOHEYHOM HUTOTE?

Heo6xomumo 0GHOBIISATE ONEpanoHHYIO CHCTEMY TBOEro cMapTdoHa;

4. Vcnons3yit aHTUBHPYCHBIE POIPAMMEL IS MOGHITBHBIX TeneQoHOB;

W



5. He 3arpysxaii IPUIOXKEHHs OT HEM3BECTHOTO HCTOYHHUKA, BElb OHH MOTYT CONSPXaTh
BpEZIOHOCHOE [POrpaMMHOe obecIieueHne;

6. Tlocme TOro Kax THI BHIAZEID C caifra, TJie BBOJMII JIUIHYIO uHQOpMAIHIO, 3ANUTH B

HacTpo¥iKu Opaysepa H yau cookies;

Tlepromuaecky PoBEPsIH KAKKE [UTaTHBIE YCIIyTH AKTHBUPOBAHBI HA TBOEM HOMEDC;

8. Jlasali cBO¥ HOMED MOGMIbHOTO TenedoHa TONBKO JHOMIAM, KOTOPBIX TRl 3Haelb U

KOMY JOBEpseIIb;
9. Bluetooth AoJDKeH OBITH BBIKIIOTCH, Korza Thl UM He IOJB3yembCs. He 3a0biBait

pHOI A MPOBEPATH 3TO.

~

Online uzpol

CoBpeMeHHbIE OHJAHH-UIPEl  — OTO KpAacoUHBIe, 3aXBaTHIBAOIINE pasBII€UCHUS,
06be IMHSIONINE COTHH THICY YEIOBEK 10 BceMy Mupy. VITpoxH HCCIenyioT JaHHBIA FAM MHD,
06IWArOTCS APYT C APYTOM, BBITOJIHIIOT 3aaHus, CPAXKAIOTCS ¢ MOHCTPaMH A HOJY9aIOT OIBIT.
3a yIOBONBCTBAE OHH IVIATAT: TIOKYIAIOT JIMCK, OIJIa4MBAiOT aGoHeMeHT Wi NpuoGpeTaroT

KaKue-TO OILHH.

Bce oTH cpeicTBA HMAYT HA IONCPXKAHKC H pasBUTHE WIpbl, @ TaKKe Ha camy
6€30IIaCHOCTh: COBEPUICHCTBYIOTCS  CHCTEMBI ABTOPU3AIMY, BBUTYCKAIOTCS HOBBIS  TIATHH
(tpoBBIe 3aTLIATKA JULA T[POrpamMM), 3aKPHIBAIOTCA YSI3BUMOCTH CEpBEPOB.

B HOJIO6HI>IX Urpax CTOMUT onacarbcsi HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KpaXXu
TBOEro MapoJjisi, Ha KOTOPOM OCHOBAaHa CHCTEMA aBTOpH3alH OOJILIIMHCTBA UI'P.

OCHOBHBIE COBETHI IO 6€301aCHOCTH TBOCIO UTPOBOTO aKKayHTa.

1. Ecnu apyroi# Urpox BeACT ce6si IIOXO WK co31aeT Tebe HeMpHUITHOCTH, 3a0JIOKUPYH
€ro B CIIUCKE UTPOKOB;

2. Tloxanylics aIMUHACTPATOpaM HIPBI Ha IUIOXOE IOBEINEHHE JTOr0 HUrpoKa,

sKeNATENHHO TPHIOXHATH KAKHE-TO JIOKasaTe/bCTBa B BHJIE CKPHHOB;

He yxa3piBaii JMIHYIO yH(bOpMAaNIo B podaiine UrpEr;

Vpaxaii Ipyrux yIaCTHHKOB IIO MIPE;

He ycranaBnuBaii Heo(uUMATbHbIE IIaTIA X MOJBL,

Mcrons3yii CIIOXKHBIE X Pa3sHBIC MAapOIIH,

Jlaxke BO BpeMsi HIPBI HE CTOUT OTKIOYaTh aHTUBUpYC. [1oKa ThI MIPacIlb, TBOM

KOMIIBIOTEP MOTYT 3apa3suTh.

N o R

Duuunz wi Kpaxca JUYHbIX OGHHbIX

OG6praHOM Kpaxkell JeHer W JOKyMEHTOB CerojHsl yXe HHKOro He YIHMBHIIb, HO C
pa3sBUTHEM MHTEpHET-TEXHOJOTHil 3/IOYMBIILICHHAKA ~ TEPEMECTHIUCE B UHTEpHET, M|
IIPOIOJDKAIOT 3aHUMATHCA «TIOOMMBIMY JIETIOM.

Tak IMOsSBHJIACH HOBas yrposa: MHTEPHET-MOIIEHHIIECTBA WK (ummHT, rIaBHAs NENb
KOTOPOrO COCTOMT B MOJy94CHUH KOH(UICHIMATIBHEIX JAHHBIX Honp3oBareyiell — JIOTHHOB 1
napoeif. Ha aHriiCcKOM S3bIKE phishing unTaeTcs KaK ¢ummnr (ot fishing — phHIOHAS JIOBJIS,
password — [apoJib).

OCHOBHBIE COBETHI 110 GOpBOe C PUIIMHIOM:

1. Crems 3a CBOMM aKKayHTOM. Ecimd TeI TI0103peBaciub, YTO TBOS aHKeTa ObUTa
paoMaHa, TO HEOOXOMMMO 3abIoKMpOBATh €¢ M cOOOIUTh aJMUHKCTPATOPaM
pecypca 06 3ToM KaK MOXKHO CKOPee;



2. Ucnonmp3yit GesomacHele Be6G-CaiTHL, B TOM YUCJIC, HMHTEPHET-MaraxMHOB U
IIOMCKOBBIX CHCTEM;

3. Hcnome3yit croxHble B pasHble mapond. Takum o6pa3oM, eciu Tebs B3JIOMAIOT, TO
3JIOYMBIIUIEHHUKH IOJy4aT JOCTYII TOJBKO K OXHOMY TBOEMY IPO(IITIO B CETH, a He
KO BCeM;

4. Ecnmu TebGs B3TOMANM, TO HEOOGXONMMO MpEAYNpPENUTh BCEX CBOHX 3H aKOMBIX,

KOTOpEIE 1006aBIeHbI y TeOs B APY3bIX, O TOM, 4TO TeOS B3JIOMAIIH Y, BO3MOJKHO, OT

TBOEr0 HMEHH OyZET pacchUIaThCS CIIaM M CCHUIKM Ha (PMIIMHIOBBIE CANTEL,

Ycranosu HanexHsii mapois (PIN) Ha MoGHIBbHBIH Tenedox;

Otxmoun coxpaHeHHe napoJst B Gpaysepe;

He oTkpriBaii (haiissl 1 Ipyrue BIOXKEHHS B IMHUCHMaX HaXe €CIH OHM NPHIUH OT

TBOUX JIpy3eif. JIyuiue yTOuHH y HUX, OTIPaBIISUIH J1 OHU TeGe 5TH daifisbL.

N

Lugpposas penymayus

[ugppopas pemyranus - 370 HEraTHBHASA KA IIO3MTHBHAS uHpOpMaIUL B ceTH O Tebe.
Komnpomerupyromas nHdoOpMaIus pa3MelIeHHas B MHTEPHETE MOXKET CePBE3HBIM ©OOpa3oM
OTPasUTLCA HA TBOEH peanbHOM xusHu. «Lludpoas pemyranus» - 310 TBOH HMUIK, KOTOPBIH
¢bopmupyercs u3 HHpopManuu o TeGe B HHTEpHETE.

TBoe MecTo xuTeNBCTBA, YueObl, TBOE (PHHAHCOBOE MOJIOXKEHNE, 0COOEHHOCTH Xapakrepa
U PaccKashl 0 OIU3KUX — BCE 3TO HAKAILIUBAETCS B CETH.

MHOrHe NOAPOCTKH JIETKOMBICICHHO OTHOCATCA K IyONMKALME JTHIHOMN uHbOpManuu B
WNurepuere, He moHMMas BO3MOXHEBIXK NOCIENCTBHM. THI axe HE CMOXENIb IOTANaThCS O TOM,
uTo (poTorpadus, pasMmerennas 5 ieT Hasaj, CTaNa IPUYMHOMN OTKa3a IPHHSATH TeOs Ha pabory.

Kommentapuu, pasmemenne TBOMX (oTorpadumii m apyrue nedcTBus MOTYT He
HCHC3HYTh JaXe IOCIE TOro, KaK Thl WX yjamuimb. Thl He 3HACIIb, KTO COXPAHHI 5Ty
MH(OPMALHIO, IIOTIAJIa JII OHA B IOMCKOBBIE CHCTEMBI M COXPAHHIIACH JIA OHA, 4 TIABHOE: YTo
NOAyMAIOT O Tebe OKpYXKaroliee JIOMM, KOTOphie HaiayT U yBuasT 310. Haiitn mH(popMammo
MHOTO JIET CIyCTS CMOXET JIO0OH — KaK M3 noOphIX IOOYXICHHH, Tak ¥ ¢ HaMepeHHeM
IPHYHHETE BPEA. TO MOXKET OBITH KTO YTOIHO.

OcHOBHBIE COBETHI 110 3aIUTe LU(PPOBOI pemyTamu:

1. Ilomymaii, mpexuie 4eM YTO-TO IMyGJMKOBATH M IIEPENABATEH y cebs B Oyiore mnu B
COLIMaJILHOM CETH;

2. B HacTpoikax mpoQuiIsA yCTaHOBH OTpaHHYEHHs Ha IIPOCMOTP TBOETO npoduns u ero
COIEPIKUMOTO, ClIeTIak ero TONBKO « Uit Apy3eii»;

3. He pasmemaii u He ykassBait HHPOPMaNKIO, KOTOPAs MOXKET KOT0-TH60 OCKOpOJIATE
UM OOHXKATh.

Aemopckoe npaso

CoBpeMeHHBIE INKOJBPHHKH— AaKTHUBHBIE II0JIb30BATEIH IH(pPOBOro IPOCTPAHCTRA.
OnHako ajneko He BCe 3HAIOT, YTO ITOJIb30BAHHE MHOIMMH BO3MOMHOCTSIMH nu(poBOro Mupa
TpebyeT COOJIIOICHH S IpaB Ha HHTEJUIEKTYaJIbHYIO COOCTBEHHOCT.

Tepmun «uHTeNIEKTyaNTbHAS COOCTBEHHOCTB) OTHOCHTCS K PasMYHBIM TBOPEHHSIM
YEJI0BEYECKOr0 yMa, HA4YHHas C HOBLIX M300peTeHu U 3HaKoB, 0003HAYAIONIMX COOCTBEHHOCTE
Ha IPOAYKTEI W YCIYyrd , W 3aKaHUMBas KHUramu, ¢ororpadusmu, KUHODHIBMAMH U
MY3BIKaTbHBIMH POU3BEACHUSIMHU.



ABTOpCKHE ITPaBa — 3TO NPaBa HA MHTEJUIEKTYAIbHYI0 COOCTBEHHOCTh HA MPOHSBEICHHS
HayKH, ITEPATYPBl H HCKYyCCTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B Ka4ECTBE rapaHTHH TOr0, YTO
HHTEJUIEKTyalbHbIA/TBOPYECKUH TPy aBTopa He OyHeT HampacHBIM, JAaCT €My CIIPaB €IJIUBBIC
BO3MOXHOCTH 3apaboTaTh Ha pe3y/bTaTaX CBOEro TPYJa, IOIyYUTh U3BECTHOCTh U IPM3HAHUE.
HukTo 6e3 paspenienus aBTopa He MOXET BOCIIPOM3BOIHTE €T0 IPOU3BEICHHE, PACIPOCTPAHSATS,
IyONUYHO J€EMOHCTPUPOBATh, MPONABATh, HUMIIOPTHPOBATH, IIyCKaTh B IIPOKAT, ILYOIMYIHO
HCIIOJIHATD, IOKA3bIBATh/HCIIONHATE B dupe wiu pasmeinars B MlaTepuere.

Hcnons3oBanne «IIAEPATCKOTO» IIPOrpaMMHOIO obecreyeHHs] MOYKET IIPHBECTH K MHOTHM
pHCKaM: OT IIOTEPU MAHHBIX K TBOHUM akKKayHTaM 0 6J'IOKPIpOBI(PI TBOEIro YCTpOﬁCTBa, rne
YCTaHOBJICHHBIﬁ HE JierajbHasd IporpaMma. He crour Taixe 3a6I:-IBaTI>, YTO CYILIECTBYET
JierajabHbIe ¥ OecriaTHbIe IIpOrpaMMBbl, KOTOPBIE MOXHO HAWTH B CETH.

O nopmane

CereBuuok.p — TBOH IVABHBIH COBETYHK B CETH. 3[ECh Tl MOXEIb Y3HATH O
0€30IIaCHOCTH B CETH IIOHATHBIM M JOCTYITHBIM SI3BIKOM, @ IIPH BO3HMKHOBEHHH KPHTHYECKOM
CHTyalMd OOpaTHTBCS 34 COBETOM. A TakXKe NPUHSATH y4acTHEe B KOHKYpCaX H CTaTk CaMbIM
IU(POBHIM IrpaxkKJaHUHOM !



